RADIUS Overview





Vircom’s Radius server lets you authenticate and charge users who gain access to the net via Terminal Servers on your local TCP/IP network.  The Radius server is compatible with The MajorBBS 6.25� XE "MajorBBS 6.25" � and all DOS-based versions of Worldgroup� XE "Worldgroup" �..  You need MajorTCP/IP (combo) to use this product.  The base Radius server comes with a 32 port license.  You can purchase extra 32 port licenses from any of our distributors.  If you need additional information, don’t hesitate to call or write us.


What’s a Terminal Server� XE "Terminal Server" �?





Terminal Servers� XE "Terminal Servers" � are multi-port devices that typically hookup to a TCP/IP (Ethernet) Lan. Terminal servers come with 8, 16, 32 or even 64 serial ports, each of which can accept analog (standard) or ISDN modems.  Contrary to devices such as galactiboards or boca-boards, a Terminal Server� XE "Terminal Server" � is a “smart” device with an on-board computer that can handle on it’s own SLIP� XE "SLIP" � and PPP traffic.  What this means is that you can offload all of your dialup SLIP and PPP traffic that’s normally handled by the BBS directly to Terminal Servers.





The catch 





Although terminal servers have an internal database that could contain the username and password of each user that has access to the BBS, Terminal Servers by themselves cannot do any accounting� XE "accounting" � and billing� XE "billing" �.  Furthermore, keeping the user database on the terminal servers in synch with the BBS user database by hand would be impractical to say the least.  In order to make Terminal Servers more than just expensive multi-port devices,  a solution is required.


What role does Radius play?





Radius� XE "Radius" � is a protocol� XE "protocol" � developed by a consortium of companies that manufacture terminal servers in association with the IETF (Internet Engineering Task Force).  What Radius does is that it lets terminal servers, (also called Network Access Servers in IETF jargon), talk to a central accounting system using a “Radius server”.  In our case, the accounting system is MajorBBS/Worldgroup’s own built-in accounting system.  Vircom’s Radius server acts as the interface between the BBS and your Terminal Servers, using the Radius protocol to communicate user information.


How does Radius work?





Once a user connects to a terminal server, he'll either get a login prompt� XE "login prompt" � or will do PPP auto-sensing� XE "auto-sensing" �� XE "PPP auto-sensing" �.  In either case, the terminal server will ask for a UserID and a password.  Afterwards, it  will send  the access request over to the Radius Server for authentication� XE "authentication" � purposes.





The Radius Server will check if the user has a correct password� XE "password" �.  If he or she does, the Radius Server will verify if the user in question has access to the requested service specified by a prefix� XE "prefix" � typed in front of the UserID. A prefix is a set of characters followed by a colon� XE "colon" � ‘:’ character.  Prefixes� XE "Prefixes" � can be omitted in the case of people dialing-in using a TCP/IP stack with PAP� XE "PAP" � capability.   In either case, a reply is sent back to the terminal server� XE "terminal server" �.  





In the case of a positive response, the Terminal server will send a start-of-session� XE "start-of-session" � packet to the Radius server running on the BBS machine telling it that the user in question is beginning his session on the Terminal Server� XE "Terminal Server" �.  When the person decides to hang-up, an end-of-session� XE "end-of-session" � packet  is sent by the terminal server.  Finally, the BBS deducts the appropriate amount of credits and/or time from the person’s account.
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Here is an illustrated example of this process:
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[Radius server for MajorTCP/IP is  © Copyright 1996 Vircom Inc. ]











