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g Immunity’s Heapdurp s
| Dumping heap:

Flag=:

Total Free Size:
Seagment[B]:
Segment[1]:
| Segment[2]:
| Segment[3]:
| Segment[4]:
| Segment[5]:
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| HEAP_CACHEL@&3a] = 8ubbld2azi
HEAF_CACHEL@Ea:] = BuBElddalsd
HEAF_CACHELBEE2] = Bu@Eid91cd
HEAFP_CACHELBE43] = Bu@6195828
HEAF_CACHEL®E=1] = Bu@Elcb348
HEAP_CACHEL®&f2] = Bu@2cf4248
HEAP_CACHELHE18@] = Bx@3Sced4d8
| HERP_CACHELH®15:] = BrB2ce3560
| HERP_CACHELB2E2] = Bxp48d3860
HEAP_CACHELEZ732] = Bu@Selcced
HEAFP_CACHELESff] = Bx@zd82c48

FreelistInlse BA1111111111111111111811111118118 1118111A1111611111111 1301418018
11111116iA1188111A1661161 116686810 168861 16188610EE1816111611811681148
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BrEZeafcdd > [ BuB26c2d448 | OHEZE=9568 ] (GREEE1EE)
BHE2EeP568 > [ BuB2eafcdd | GHE4E420G02 ] (GOEEE15C)
BHE4ad2068 —> [ BuB26e9568 | OuEZelccyYd ] (GREEE2ES)
BrEZdelccyd —> [ BuB48490628 | OGuE2d32c48 1 (OEEEE2ZFI)
BrE2d32c48 —-> [ BuB3elccyd | BHEEISALYS ] (GEEE1CEE)

[EE]] BREE1SAISE —> [ Ax@ElchigE | BxEE]1SE1SE ]
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loc_7C931B39: loc_7C931D14:
imul eax, 2C28h mou ecx, ebx
lea eax, [eax+ebx+988Bh] ; Heap Local Data call BExInterlockedPopEntrysSListE@8
mou [ebp+LocalData], eax test eax, eax
imul esi, S&h ; BucketSize=Bx58 (Segment size)| |jnz loc_7C94FBBA
lea eax, [esi+eax+88h]
mouw [ebp+3egmentInfo], eax
mou ebx, [eax+ HEAP_LOCAL_SEGHENT_IHFO.Hint]
mowv [ebp+SubSegment], ebx
test ebx, ebx
jz RETRY_ALLOC

l

[T il e B il e =
and [ebp+ms_exc.dicabled], @ ELi] ebx, ebx
mou esi, [ebp+HeapBucket]
loc_7COuFBBO:
lea esi, [eax-18h]
lea ecx, [esi+i1Ch]
|
ve¥
(=
loc_7C931B6A: ; AggregateExchg
moy eax, [ebx+8] H
moy [ebp+var_7C], eax
mou BlockSize, [ebx+8Ch] ; Block Size
mou [ebp+war_78], BlockSize
mou [ebp+var_BB], eax
test ax, ax ; i1f SubSegment->Depth > 8
jz loc_7C93228F
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File Help

=" 7 aEE N
GQc + [Eoid we

call MAKE  Auw STRING  Cwa§ el

Program Flow Buffer 1 - Size 1042 bytes |ﬂ
ComnecT =3 TCP: conneck(127.0.0,1:50007 #1 Skring #2

Skring: &
sendiBuffer 1) #1 Length: 1 bytes - Repeat String 436 kimes
Receive Dakta #1

Tokal Size: 436

Integer #1
Yalue; FFFEOFFO

CREATE E‘ kype: Litkle Endian

Skring #3
Skring: BEBE
Length: ¢ bytes

wiite 4

Integer #2

. Yalue; FTE47BCAF
EMALT
IF¢ ASSLH tvpe: Little Endian

ELsE PalPaLed Shellcode #1
Win3zshelcode

PRiNt E‘; FREECHuME Size: 592

. Skring #1
ERiLED ¥ BusT CHUMK String: i

|l amakh: 2 bukac

|'|,><IIIIII'|,><IIIa'I,xEI-:I

D)
SHELLE BpE

Resulks l exploit log l conneckion log

120472009 0140 PM 237 more, bxk
09/29/2009 12:56 PM 0 Mews Text Document. bxk
12/03f2009 02:21 PM <DIR= ld
a0z /2009 06:30 PM 1,515 Paint.Ink,
0z2/03f2009 10032 4M 3,550,592 procexp, exe
11/03/2009 0905 AM 2,939,416 Procmon. exe
N3M16/2009 12:16 PM 150,388 Tcpvoon.exe
N3M16/2009 12:16 PM 193,504 Topyiew,exe
1200312009 0536 PM <DIR= Uploads
12/03/2009 02:55 PM 100 %5, bat

9 Filefs) 7,051,054 bytes

S Dir(s) 3,266,154,496 bytes free







it maindd &
printf  "IEA MANA"I:
3

zhlEpodridito: ™ fresearch/bug-1lbfd# gooc test,c -0 test
zhUEpodridito: ¥ frezearch/bug-lbfd# |, /mtravecao -f test

looking for section tahle at: 7el

ziret B193 - alargado a ¢ 12289

-28d-

E0da5bd 8042493

shellcode @ Ox02047822 (2813

zhUEpodridito: ™ fresearch/bug-lbfd# Ausrslocalsbindob jdump - test
dusrslocal/bindob jdump: test: Invalid argument

Did you teletubbie?

test: file format elf3Z-i386

DYHAMIC RELOCATION RECORDS

OFFSET TYFPE YALLIE

oa045574 BF_386_GLOB_DAT __gmon_start__

0045564 B_Z86_JUMP_SLOT __register_frame_info
03045568 B_286_JUMP_SLOT __deregister_frame_info
0a0dshec B_386_JUMP_SLOT  __libc_start_main
0a045570 B_386e_JUMP_SLOT  printf

zhlEpodridito ! ¥ fresearch /lbug -1btd$ fusrslocalsbindob jdumpe -B test

test: file format elf32-i386

OYHAMIC RELOCATION RECORT .

OFFSET TYPE ELE

oE0d9enyd R_Z226_GLOE_DAT __gmon_start__

Qa0d9bed B_Z83e_JUMP_SLOT  __register_frame_info
08049568 F_E8e_JUMP_SLOT  __deregister_frame_info
0B0d95h: B_286_JUMP_SLOT  __libc_start_main

08049570 B_E86_JUMP_SLOT  printf

zhOEpodridito ;¥ fresearch/buz - lbfds |
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00:27 < connection> I've been looking into starting to bindiff Patch Tuesday patches in order to get used to
finding sploits just haven't had the time. Any recommendations on windows diffing tools?

00:27 <@jduck> save yourself the heartache and frustration, just kill yourself now

00:27 = connectlon= haha :P

00:28 < connectlon= on *nix systems I'm good with diff/patch I'm just ignorant to the windows equiv.

00:28 <@jduck> 1ts nowhere near the same game

00:28 < connection> that drastic of a change eh?

00:29 <@ghdm> you spend an hour just getting the patches extracted. another half and hour loading into 1da, then
umpteenthousandhours going through tens of thousands of changed functions based on the asm alone

00:30 =@hdm> and when you finally win, you only know what changed, not even how to trigger it

00:30 <ghdm> so you spend another umpteen hours trying to trace the code path to that changed bit of code

00:30 <ghdm> only to realize 2 days later i1t was the wrong change and the one youre looking at 1s unexploitable
00:30 <ghdm> then you kill yourself

00:30 <ghdm> so like jduck said, skip a step :P
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Reduced from high precision heap

manipulation to just "trying stuff” in
IPhone exploit. #somebugssuck
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