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1. About NWBuddy

a. Overview

NWBuddy is a lightweight and simple windows based helper application that runs in your system tray and alerts you to fault conditions on your NW servers. NWBuddy requires that the Netware Remote Management Portal be installed, configured and operational on the servers you wish to monitor. NWBuddy queries the Server Health Status page within the Remote Management Portal and alerts you to a fault condition with any of the monitored parameters on this page by sounding an alarm and changing its icon in the system tray to a warning sign.

Netware Remote Manager has the capability to send email alerts when fault conditions arise, but NWBuddy doesn’t rely on the availability of email systems, an email client, or the configuration required on the server end for this email alerting to work. From your PC, NWBuddy talks directly to the servers you wish to monitor, on a schedule you define and provides you an alert via audible and visual prompts.

b. What it runs on

NWBuddy has been tested and will run on:

· Windows 2000

· Windows XP Professional

c. What versions of Netware Remote Manager does it support?

NWBuddy has been tested with:

· Netware 6 SP2

· Netware 5.1 SP6

2 Getting Started

a. What’s in the NWBuddy Package
The NWBuddy Package consists of a single ZIP file that contains the application and associated configuration files. You should extract this zip file to a working directory on your hard drive.

The ZIP file will create several directories as follows:

· Application – Contains the NWBuddy application, sample INI file and sample server list file

· Documentation – Contains the documentation (this file)

Once you have extracted the package, you should read the documentation and proceed to the installation / configuration section.

3 NWBuddy

a. Installation Instructions

The installation of NWBuddy consists of simply copying the Application (NWBuddy.exe) to a directory of your choice on the administrator’s workstation, and creating a NWBuddy.ini in the windows directory.

One important additional step may be required. You must ensure that the Certificate Authority that issued your servers SSL certificates is installed in the trusted root store of your PC. You can tell if this is the case by accessing your servers Netware Remote Manager over SSL from a browser (i.e. https://server:8009). If you receive a certificate-warning message from your browser stating that an un-trusted Certificate Authority issued the certificate, you must install that Certificate Authority into the trusted root store of your PC. NWBuddy ignores invalid certificate dates and subject name mismatches, but will not operate if the server you are checking is using a certificate from a certificate authority that is not trusted.

To install your Novell Certificate Authority as a trusted root CA on your PC you must.

· Locate the exported trusted root certificate

i. Normally this file is called RootCer.DER and is located in the SYS:\PUBLIC directory of your certificate server (if you choose to export the trusted root when you installed the Certificate server)

ii. If you did not export the trusted root certificate during the certificate server installation, you must export the trusted root using ConsoleONE (see Novell TID 10064408)

· On the PC where you wish to install the trusted root

i. Right Click on the RootCer.DER File

ii. Choose “Install Certificate”

iii. Follow the prompts from the resultant wizard, and allow windows to choose the correct store to place the certificate in automatically

iv. Accept the certificate when prompted

At this point, given correctly configured INI and server list files the application can be launched simply by double clicking on the NWBuddy.EXE icon.

b. Configuration Instructions

NWBuddy requires valid INI and server list files to be created before it will operate. Configuration of NWBuddy is via an INI file named NWBuddy.INI This file must be located in the Windows directory (i.e. c:\winnt, or c:\windows).

A sample INI file is as follows:

; NWBuddy INI

[Settings]

Delay=5

ServerList=c:\nwbuddy-v1-0\servers.txt

AlertSound=c:\windows\media\notify.wav

All blank lines, or lines beginning with ; are ignored. All other options should be listed under the [Settings] section. The settings are as follows

	Setting
	Valid Options
	Description

	Delay
	Any number between 1-59
	The number supplied represents the time (in minutes) between finishing the last server checks, and beginning the next set of server checks

	ServerList
	Any valid DNS name or IP address
	Used to identify the NW servers to connect to and check

	AlertSound
	Any valid windows WAV file
	NWBuddy will play the WAV file specified here if a fault condition is detected on any of the servers being checked.


c. Operation Instructions

Before using NWBuddy the following requirements must be met:

· NWBuddy INI configured and located in windows directory

· Netware servers to be monitored have Remote Manager installed, configured and operational

i. You should be able to access the NW Remote Manager through a web browser over SSL (i.e. https://myserver.mycompany.com:8009), if you cannot, NWBuddy will not be able to monitor the server

· You have a valid eDirectory username/password that has rights to view the Health Status page within NW Remote Manager

· The root certificate authority (normally your eDirectory organizational CA) that issued your SSL server certificates must be installed as a trusted root certificate authority on the PC you are running NWBuddy from

** NOTE ** NWBuddy is a helper application. It does not directly query parameters on your server to determine health. It relies completely on the Novell Remote Management Portal software to provide its information.

Once you have met the operational requirements you can launch the NWBuddy application.

Upon launch NWBuddy will prompt for your eDirectory username and password. You are required to enter this information each time NWBuddy launches, but not again during normal operation.

Your eDirectory username should be in the format : .myuser.myOU.myO

Once you have supplied your username and password, NWBuddy will install itself in the system tray and begin checking the servers listed in your serverlist file. You can determine the status of NWBuddy by rolling your mouse over its icon in the system tray. During its checks, rolling your mouse over its icon will result in helper text being displayed that indicates which server it is currently checking.

During the server checks if you right click on NWBuddy icon, a menu will be displayed that allows you to cancel the current checks, or exit NWBuddy completely. Please note that this menu may take a moment to appear if NWBuddy is waiting for a response from the current server that it is checking, however the menu will appear before NWBuddy begins to check the next server.

After finishing its checks, NWBuddy will sleep for the amount of time defined by DELAY in the NWBuddy.INI, and then begin checking again. During this sleep time you may right click on the NWBuddy icon and select from three options:

· Current Alerts : Displays the alerts that NWBuddy Detected on its last run

· Check Now : NWBuddy will start checking the servers immediately

· Exit : NWBuddy will exit completely

If after running its checks NWBuddy detects a problem with any of the monitored servers, it will change its icon in the system tray to a yellow warning triangle with an exclamation mark and play the alert sound. Nwbuddy will display the number of BAD and SUSPECT items found during its checks if you roll the mouse over its icon, right clicking on the NWBuddy icon and choosing Current Alerts will display more detailed information about the affected servers/services.

d. Troubleshooting

If you have problems running NWBuddy, work through the following checklist to try to identify where your issue might be.

· Does your INI file exist and is it correctly configured?

· Check the error messages returned by NWBuddy (by viewing the current alerts) and take the appropriate action as defined by the error. Common problems are as follows

i. Incorrect Username/Password or Username/Password has insufficient rights to view the health status on the server

ii. CA is not trusted on this PC

iii. Remote Manager is not accessible via HTTPS

NWBuddy requires that Netware Remote Manager be operating correctly, so before deploying NWBuddy ensure that it is by connecting to your servers remote Manager (over SSL) from a browser, with the user you intend using with NWBuddy and ensure that you can connect, and view the health status page.

e. Frequently Asked Questions

Q. I can connect to Netware Remote Manager on my server over normal HTTP (http://myserver:8008) but not HTTPS (https://myserver:8009) , why doesn’t NWBuddy work in this scenario

A. HTTP does not encrypt data between your PC and the server, this includes your username and password. We decided not to let NWBuddy talk to Netware Remote Manager over an un-encrypted channel. We recommend that you correct your configuration such that Netware Remote Manager does operate over HTTPS

Q. What health parameters does NWBuddy report on?

A. NWBuddy will report a fault condition on any parameter that has been configured on the Server Health page within NW Remote Manager, and has become either BAD or SUSPECT. NW Remote Manager does all the hard work of monitoring the parameters and setting the thresholds. NWBuddy simply watches NW Remote Manager and reports back what NW Remote Manager tells it.

Q. Why do I have to enter my username and password everything I launch NWBuddy?

A. This is to avoid the security concerns around saving (usually powerful administrative) usernames/passwords on your computer.

Q. How much network traffic does NWBuddy generate?

A. Per server checked, around about 20Kb

6. Registration
For registration information and pricing, please check the web site : http://www.phdevelopments.com
7. Licensing / Copyright

Please refer to the license.txt file included in this distribution for licensing/copyright information.

NWBuddy is licensed on the P&H Developments Limited Per Instance Licensing scheme (as detailed in the license.txt).

Each instance of the NWBuddy process requires its own license

